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Linked publications can be downloaded for the purpose of advancement examination
candidate preparation. Check back periodically, as additional unclassified
publications will be updated.

September 2010 Regular Exam

E-4 Bibliography (Bib)

Effective April 2010

NOTE:

1. ACTIVE DUTY PERSONNEL should use this BIB to study for the REGULAR exam that will
be given in September 2010.

2. This BIB contains the references that you should study for your exam. Your exam is written
by a subject matter expert (A Navy Chief in your rating).

3. The professional military knowledge references are listed separately.

4. When preparing for your exam, always study the most recent references.

5. For more information on the Navy Enlisted Advancement System, go to
https://wwwa. nko.navy.mil/portal/navyadvancementcenter

6. If you have questions that were not answered at the above web site, contact the
Commanding Officer, NETPDTC (N322), 6490 Saufley Field Road, Pensacola, Florida 32509-
5237.

CTN3

Before accessing the NKO links below, establish a connectionMto NKQ here first.

Occupational References

ANCHORY USER INTERFACE GUIDE, NSANET

CADENCE (SECONOP), NSAIMET

CJCSI 6510.01, INFORMATION ASSURANCE (IA) AND COMPUTER NETWORK DEFENSE (CND),
GLOSSARY

CJCSM 6510,01^ DEFENSE-IN-DEPTH: INFORMATION ASSURANCEJIAl AND COMPUTER
N ETWORK DEFENSE (CND)

C HOW TO PROGRAM (OR SIMILAR)
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CISCO ROUTER FIREWALL SECURITY (OR SIMILAR)

DCID 6/9, PHYSICAL SECURITY STANDARDS FOR SENSITIVE COMPARTMENTED
INFORMATION FACILITIES, SEC 1

DISCRETE MATHEMATICS WITH APPLICATIONS (OR SIMILAR)

DOD 5105.21-M-l NAVSUPP, NAVY DEPARTMENT SUPPLEMENT TO THE SENSITIVE
COMPARTMENTED INFORMATION ADMINISTRATIVE SECURITY MANUAL, CHAP 4, ANNEX B

DOD DIRECTIVE 8500.1, INFORMATION ASSURANCE (IA)

FILE SYSTEM FORENSIC ANALYSIS (OR SIMILAR)

GRAY HAT HACKING, THE ETHICAL HACKER'S HANDBOOK (OR SIMILAR)

INTRUSION SIGNATURES AND ANALYSIS (OR SIMILAR)

JOINT DODIIS, CRYPTOLOGIC SCI INFORMATION SYSTEMS SECURITY STANDARDS, APP C

LEARNING PERL (OR SIMILAR)

MICROSOFT WINDOWS INTERNALS (OR SIMILAR)

NETWORK+ STUDY GUIDE (OR SIMILAR)

NETWORK INTRUSION DETECTION (OR SIMILAR)

NSGINST 5510.7, COMMAND GUIDANCE FOR EMERGENCY ACTION PLANS (EAP)

NSGTP 683-11-00-01, NAVAL SECURITY GROUP TRAINING SERIES, MOD-11, SCI SECURITY
AND EMERGENCY DESTRUCTION, TOPIC 6

OPERATING SYSTEM CONCEPTS (OR SIMILAR)

OPNAVINST 3432.1, OPERATIONS SECURITY

PINWALE USERS MANUAL, VOL II, NSANET

ROUTERS AND ROUTING BASICS (OR SIMILAR)

SECNAV M-5510,36^ DEPARTMENT OF THE NAVY INFORMATION SECURITY PROGRAM, CHAP
10

SEC.N.AVI NST 52.39.3, DEPARTMENT OF THE ;

SECNAVINST 5720.47. DEPARTMENT OF THE NAVY POLICY FOR CONTENT OF PUBLICLY
ACCESSIBLE WORLD WIDE WEB SITES

SECURITY+ CERTIFICATION (OR SIMILAR)
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SWITCHING BASICS AND INTERMEDIATE ROUTING (OR SIMILAR)

THE ARCHITECTURE OF COMPUTER HARDWARE AND SYSTEMS SOFTWARE (OR SIMILAR)

THE BOOK OF WIRELESS, A PAINLESS GUIDE TO WI-FI AND BROADBAND WIRELESS (OR
SIMILAR)

THE TCP/IP GUIDE, A COMPREHENSIVE, ILLUSTRATED INTERNET PROTOCOLS REFERENCE
(OR SIMILAR)

TREASUREMAP HOMEPAGE, NSANET

UNDERSTANDING IP ADDRESSING, NSANET

UNTANGLING THE WEB, NSANET

USSID CR1400, SEC 14

USSID CR1501, SEC 4

USSID SG5000, SEC 3

USSID SP0018, ANNEX F

WINDOWS 2000 COMMANDS POCKET REFERENCE (OR SIMILAR)

XKEYSCORE HOMEPAGE, NSANET

YOUR UNIX, THE ULTIMATE GUIDE (OR SIMILAR)

Professional Military Knowledge References

Revised April 27, 2010

A-500-0102, WORK CENTER SUPERVISOR LEADERSHIP COURSE STUDENT GUIDE

CPPD-LEAD09-003 (PH-1), PETTY OFFICER FIRST CLASS SELECTEE LEADERSHIP COURSE,
PHASE ONE STUDENT GUIDE

NAVEDTRA 14144, MILITARY REQUIREMENTS FOR CHIEF PETTY OFFICER

NAVEDIRA 14325, MILITARY REQUIREMENTS, BASIC (BMR)

NAVEDTRA 14504, MILITARY REQUIREMENTS FOR PETTY OFFICERS THIRD AND SECOND
CLASS

NAVPERS 15665, U.S. NAVY UNIFORM REGULATIONS

OPNAVINST 1752.1, SEXUAL ASSAULT VICTIM INTERVENTION (SAVI) PROGRAM
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QPNAVIN.SI 3120.32, STAJNPARQjpRGANIZMLQN^NDJ^^
(SORMJ

O.PN AVINST .6 1 10 JU PHYSICAL _READIN ESS PROGRAM

SECNAVINST 1152̂ 4 ASEXUAL ASSAULT .PREVENTIOiyLAND_RESPQNSE

SECNAVINST 5300.26, DEPARTMENT OF THE NAVY (DON) POLICY ON SEXUAL HARASSMENT

THE BLUE JACKET MANUALS, THE BLUE JACKET MANUALS

September 2010 Substitute Exam

E-4 Bibliography (Bib)
Effective April 2010

NOTE:

1. ACTIVE DUTY PERSONNEL should use this BIB to study for the SUBSTITUTE exam that
will be given in September 2010.

Special Note About Substitute Exams: Unexpected events(special operations, illnesses, and
other unplanned circumstances) may cause personnel to be unable to take the regularly
scheduled exam. Substitute exams are given after regular exams.

2. This BIB contains the references that you should study for your exam. Your exam is written
by a subject matter expert (A Navy Chief in your rating).

3. The professional military knowledge references are listed separately.

4. When preparing for your exam, always study the most recent references.

5. For more information on the Navy Enlisted Advancement System, go to
httpsi//wwwa_. nko jia vyj niN/p^rta|/na^yaiva_ncejTienicenler

6. If you have questions that were not answered at the above web site, contact the
Commanding Officer, NETPDTC (N322), 6490 Saufley Field Road, Pensacola, Florida 32509-
5237.

CTN3
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Before accessing the NKO links below, establish a connection to NKO here first.

Occupational References

ANCHORY USER INTERFACE GUIDE, NSANET

CADENCE (SECONOP), NSANET

CJCSI 6510.01, INFORMATION ASSURANCE (IA) AND COMPUTER NETWORK DEFENSE (CND),
ENCL A, GLOSSARY

QCSM 6510.01, DEFENSE-IN-DEPTH: INFORMATION ASSURANCE (IA) AND COMPUTER
NETWORK DEFENSE (CND), ENCL B, APP B: ENCL C

IA PUB-5239-01, INTRODUCTION TO INFORMATION ASSURANCE (IA) PUBLICATION

ISBN: 0132404168, C HOW TO PROGRAM, CHAP 1

ISBN: 0782141676, CCNA CISCO CERTIFIED NETWORK ASSOCIATE STUDY GUIDE, CHAP 1,
2,5

ISBN: 0534359450, DISCRETE MATHEMATICS WITH APPLICATIONS, CHAP 1

ISBN: 0471232823, HACK ATTACKS REVEALED, CHAP 1, 2, 5, 6, 10, APP C, GLOSSARY

ISBN: 0072227427, HACKING EXPOSED, CHAP 1

ISBN: 0735710635, INTRUSION SIGNATURES AND ANALYSIS, CHAP 1, 4, 5, 15

ISBN: 9780596101053, LEARNING PERL, CHAP 3

ISBN: 9780596006280, ESSENTIAL COMMANDS, LINUX POCKET GUIDE

ISBN: 0735619174, MICROSOFT WINDOWS INTERNALS, CHAP 1, 12, 13

ISBN: 0782144063, NETWORK+ STUDY GUIDE, CHAP 1, 2, 3, 4, GLOSSARY

ISBN: 0735712654, NETWORK INTRUSION DETECTION, CHAP 15

ISBN: 1587131668, ROUTERS AND ROUTING BASICS, CHAP 5

ISBN: 0735618224, SECURITY+ CERTIFICATION, CHAP 4, GLOSSARY

ISBN: 1587131706, SWITCHING BASICS AND INTERMEDIATE ROUTING, CHAP 4

ISBN: 9780471073253, THE ARCHITECTURE OF COMPUTER HARDWARE AND SYSTEMS
SOFTWARE, CHAP 3, 13

ISBN: 9781593271695, THE BOOK OF WIRELESS, CHAP 2
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ISBN: 9781593270476, THE TCP/IP GUIDE, A COMPREHENSIVE, ILLUSTRATED INTERNET
PROTOCOLS REFERENCE, CHAP 6, 19

ISBN: 0321202171, WI-FOO - THE SECRETS OF WIRELESS HACKING, APP F, H

ISBN: 0072520426, YOUR UNIX, THE ULTIMATE GUIDE, CHAP 4, 8, 19

JOINT INFORMATION OPERATIONS PLANNING HANDBOOK, NSANET, CHAP II

JOINT PUB 3-13, JOINT DOCTRINE FOR INFORMATION OPERATIONS, CHAP I, II, III

NAVEDTRA 14185, NEETS, MODULE 13--INTRODUCTION TO NUMBER SYSTEMS AND LOGIC
CIRCUITS. CHAP 1

NAVSO P-5239-04, INFORMATION SYSTEMS SECURITY MANAGER (ISSM) GUIDEBOOK, SEC 3

NAVSO P-5239-19, COMPUTER INCIDENT RESPONSE GUIDEBOOK, SEC 6

NSGTP 683-11-00-01, NAVAL SECURITY GROUP TRAINING SERIES, MOD-11, SCI SECURITY
AND EMERGENCY DESTRUCTION, TOPIC 7

OCTAVE HOMEPAGE, NSANET, GO OCTAVE

QJPNAVINST_52_39,!_, NAyYJNFQRMATIQN^ASSURANCE {LA) PROGRAM

PINWALE USERS MANUAL VOL. II, NSANET, GO CMATT, USE TRAINING TAB,
DOCUMENTATION

IS-155-06, POLICY AND GUIDANCE FOR REPORTING AND DISSEMINATION OF SIGINT
TECHNICAL INFORMATION, NSANET

REPORT NUMBER C43-002R-2004, LAYERED DEFENSES TO STOP WORMS, NSANET

SECNAV M-5510,30, DEPARTMENT OF^TJ±E NAVY PERSONNEL SECURITY PROGRAM^ CHAP 6^ 9

SECNAV M-5510.36, DEPARTMENT OF THE NAVY INFORMATION SECURITY PROGRAM^CHAP
9, 10

SECNAVINST 5720,4.7, DEPARTMENT OF.THE NAVY POLICY FOR CONTENT OF PUBLICLY
ACCESSIBLE WORLD WIDE WEB SITES

UNDERSTANDING IP ADDRESSING, NSANET

UNTANGLING THE WEB, NSANET, CHAP 1, 2, 6

USSID CR1501, SEC 1, 3

USSID DA3655, SEC 1, 2, ANNEX B

USSID SP0018, SEC 9
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Professional Military Knowledge References

Revised April 27, 2010

NAVEDTRA 14325, MILITARY REQUIREMENTS. BASIC (BMR)

NAVEDTRA 14504, MILITARY REQUIREMENTS FOR PETTY OFFICERS THIRD AND SECOND
CLASS

NAVPERS 15665, U.S. NAVY UNIFORM REGULATIONS

OPNAVINST 1420.1, ENLISTED TO OFFICER COMMISSIONING PROGRAMS APPLICATION
AD MINISTRATIVE MANUAL

OPNAVINST 1752.1, SEXUAL ASSAULT VICTIM INTERVENTION (SAVI) PROGRAM

OPNAVINST 3120.32, STANDARD ORGANIZATION AND REGULATIONS OF THE U.S. NAVY
(SORM)

SECNAVINST 1752.4, SEXUAL ASSAULT PREVENTION AND RESPONSE

SECNAVINST 5300.26, DEPARTMENT OF THE NAVY (DON) POLICY ON SEXUAL HARASSMENT


